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SUBJECT: SECURITY PROTECTION AFFORDED PUBLIC ACCESS 
AREAS AT OVERSEAS POSTS 

REF: STATE 271528 

1. PER REFTEL, FOLLOWING DATA ARE SUBMITTED FOR LISBON 
AND CONSTITUENT POST, AMCONSUL OPORTO. EMBASSY IS IN 
PROCESS OF RENOVATING NEW OFFICE SPACE FOR CONSULAR SECTION 
IN SEPARATE BUILDING IN VICINITY OF CHANCERY. RESPONSE 

TO REFTEL IS CATEGORIZED FOR BOTH CHANCERY, WHICH INCLUDES 
USIS AND CURRENT CONSULAR OPERATIONS, AND FOR PROPOSED SITE 
FOR CONSULAR SECTION. 

2. LISBON (CHANCERY/USIS) 
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A. GOVERNMENT-OWNED 
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B. PHYSICAL SECURITY BARRIER 

(1) INSTALLATION OF METAL GRILLS ON SIX EXTERIOR WINDOWS. 

(2) WINDOWS ARE LOCATED ON GROUND FLOOR OF CHANCERY 
ENCLOSING USIS OFFICES. 

(3) ESTIMATED COST: DOLS 650.00 

C THRU H: NONE: REFER TO LISBON (CONSULAR - NEW OFFICE 
SITE) BELOW. 

3. LISBON (CONSULAR - NEW OFFICE SITE) 

A. SHORT-TERM LEASE 

B. THRU D: NONE; PRESENT LOCAL CONTRACT GUARD ASSIGNED 

TO CHANCERY CONSULAR SECTION WILL BE REASSIGNED TO NEW SITE. 

E. MARINE SECURITY GUARD 

(1) T/O INCREASE: ONE ADDITIONAL WATCHSTANDER, WHO WILL 
BE ASSIGNED TO NEW CONSULAR OFFICE POST. MSG WILL STAND 
WATCH DURING CONSULAR HOURS OF OPERATION ONLY, FIVE DAYS 
PER WEEK. THIS ADDITIONAL MSG IS NECESSARY IN ORDER TO 
MAINTAIN TWO MSG ON DUTY AT CHANCERY. 

(2) QUARTERS AT MARINE HOUSE ARE AVAILABLE. 

F. NONE 

G. LOBBY CONTROLS AND EQUIPMENT 

(1) INSTALLATION OF STEEL PLATE TO ARMOR LOCAL GUARD/MSG 
DESK, WHICH WILL BE LOCATED IN CONSULAR NIV RECEPTION AREA. 

(2) ESTIMATED COST: DOLS 150.00 

H. COMMUNICATIONS: TWO ADDITIONAL PE-66 GEN ELECTRIC 
PORTABLE TRANCEIVERS, WITH DESK CHARGERS, FOR EMERGENCY 
COMMUNICATIONS BETWEEN CHANCERY AND CONSULAR SECTION. 

4. AMCONSUL OPORTO 

A. LONG-TERM LEASE 

B. NONE; FUNDS ALREADY OBLIGATED FOR ROLL-DOWN STEEL 
SHUTTERS FOR CONSULATE FRONT DOORS. DOLS 862.00 

C. NONE 

D. LOCAL GUARD FORCE 

(1) POST REQUIRES ONE LOCAL CONTRACT SECURITY GUARD. 

(2) GUARD WILL BE USED TO CHECK PACKAGES, VISITOR 
IDENTIFICATION AND PROVIDE VISIBLE DETERRENT. 

(3) UNARMED, UNIFORMED (FIRM PROVIDES UNIFORMS) 

(4) ESTIMATED ANNUAL COST: DOLS 7100.00 
E THRU G: NONE 
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H. COMMUNICATIONS: INSTALLATION OF ANTI-TERRORIST 
RADIO NET, TO INCLUDE: 

(1) ONE FM - 56 BASE STATION, LOCATED AT CONSULATE 

(2) THREE PE - 66 PORTABLE TRANSCEIVERS, WITH DESK 
CHARGERS, FOR USE BY CONSUL, VICE CONSUL AND COMMUNICATOR 

(3) ONE M - 76 MOBILE UNIT. 

OKUN UNQTE KISSINGER 
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